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Data Processed

- User Likes and
Favorites

- Article/Video/Link
Shares

- Views
- Comments
- Location / Geospatial
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Twitter,

Tweet Characteristics
- Length

- Language Model

- Semantics

- Emoticons

- Location / Geospatial

& Others

- Blogs
- Comments

- Search Statistics
- Likes vs Dislikes

- Shares / Views /
Comments
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PENETRASI
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INDONESIA
& GLOBAL APPS

India

United States

Brazil

Indonesia

Mexico

Philippines

Vietnam

Thailand

Turkey

United Kingdom

Facebook
126 mio (50.4%)
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Unigue monthly users in millions

70

BE.48

Instagram
9 mio (3.6%)

Twitter

19 mio (7.6%)
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Where is our Big Data ?
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Data center locations Google Data Centre
facebook.com February 27, 2014
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Typical Global Apps Excuse for not locating their Data in Indonesia :
Condition in Indonesia is not suitable for a Reliable Data Centre
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Indonesia Regulation :

ir

PERLINDUNGAN DATA PRIBADI DALAM SISTEM ELEKTRONIK

MENTERI KOMUNIKASI DAN INFORMATIKA REPUBLIK INDONESIA,

I SALINAN I

% W7
s

MENTERI KOMUNIKASI DAN INFORMATIKA
REPUBLIK INDONESIA

PERATURAN MENTERI KOMUNIKASI DAN INFORMATIKA
REPUBLIK INDONESIA
NOMOR 20 TAHUN 2016
TENTANG

DENGAN RAHMAT TUHAN YANG MAHA ESA
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The Data Centre and The DRC used to store and
process Personal Data is required to be located
within Indonesia Territory

Personal Data Protection

Pasal 17

Pusat data (data center) dan pusat pemulihan bencana

(disaster recaovery center) Penyelenggara Sistem Elektronik

untuk pelayanan publik yang digunakan untuk proses
perlindungan Data Pribadi sebagaimana dimaksud dalam
Pasal 3 wajib ditempatkan dalam wilayah negara
Republik Indonesia.

Pusat data (data center) sebagaimana dimaksud pada
ayat (1) merupakan suatu fasilitas yang digunakan untuk

Sistem  Elektronik dan komponen

menempatkan
terkaitnya untuk keperluan penempatan, penyimpanan,

dan pengolahan data.
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Regulasi Indonesia :
DATA LOCALIZATION
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PRESIDEN
REPUBLIK INDOMESIA

PERATURAN PEMERINTAH REFUBLIK INDONESIA
NOMOR 82 TAHUN 2012

TENTANG

PENYELENGGARAAN SISTEM DAN TRANSAKSI ELEKTRONIK

DENGAN RAHMAT TUHAN YANG MAHA ESA

PRESIDEN REPUBLIK INDONESIA,

Pasal 17

(1) Penyelenggara Sistem Elektronik untuk pelayanan publik
wajib memiliki rencana keberlangsungan kegiatan untuk
menanggulangi gangguan atau bencana sesuai dengan
risiko dari dampak yang ditimbulkannya.

(2) Penyelenggara Sistem Elektronik untuk pelayanan publik
wajib menempatkan pusat data dan pusat pemulihan
bencana di wilayah Indonesia untuk kepentingan
penegakan hukum, perlindungan, dan penegakan
kedaulatan negara terhadap data warga negaranya.

(3) Ketentuan lebih lanjut mengenai kewajiban penempatan
pusat data dan pusat pemulihan bencana di wilayah
Indonesia sebagaimana dimaksud pada ayat (2) diatur
oleh Instansi Pengawas dan Pengatur Sektor terkait
sesuai dengan ketentuan peraturan perundang-
undangan setelah berkoordinasi dengan Menteri.
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BE LOCATED WITHIN INDONESIA TERRITORY

Indonesia

ada di Indonesia.

Indonesia.

Lihat juga:Kominfo Ubah Aturan yang Haruskan Taruh Server Lokal

™A

Teknologi

Saat ini, menurut Semuel Kementerian Komunikasi dan Informatika masih melakukan
pembicaraan internal terkait dengan perubahan PP No.82 tahun 2012 itu.

Lihat juga:'Omong Kosong Pemerintah Tentang Aturan Server Lokal’

Sebelumnya, pada pasal 17 ayat 2, disebutkan bahwa penyelenggara Sistem Elektronik untuk
pelayanan publik wajib menempatkan pusat data dan pusat pemulihan bencana di wilayah

X

"Aturan lama mengatur tentang data center. Kami inginnya data apa saja yang nggak boleh di
luar, bukan fisik data centernya yang kita atur. Kalau pemerintah butuhkan itu datanya, kalau
data center nggak ada datanya gimana?" papar pria yang dulu menjabat ketua Asosiasi
Penyelenggara Jasa Internet Indonesia (APJII) ini lagi.

Dengan demikian, revisi PP ini menurut Semuel akan menitik beratkan pada penempatan data.
Bukan pada penempatan fisik dari pusat data itu sendiri.

Pemerintah tak lagi memusingkan lokasi data center ada dimana. Tapi, datanya sendiri harus

T
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Explicit Data Localization Requirements D a ta LO Ca I i za t i o n Reg u I at i O n :

An explicit data localization requirement js one that requires entities
that process data regarding that country’s citizens to have servers
physically located within the country’s borders.

R Sy A norms that has been done by many na tions

Russia’s data localization law (Russian Federal Law No. 242-FZ
effective Sept. 1, 2015), contains an explicit requirement that

e o oy oo
] s s 1 INTERMET
retrieve” the information using servers physically Ic:>cafec!J within Russia. & JURISDICTION Home News Work Events
China H H H ?
China, a countEy keenly interested in data |localization measures, has What IS Data Locallzatlon "
several data localization laws In effect, with additional restrictions i .
under active consideration. Today, Chinese law: Published on 1) A requirement (however created) to store, route,
* prohibits off-shore processing and storage of citizens’ perscnal L 4 September 26, 2017 : hy withi

fnancial and eredit information: process, or ot_herwme use data only within a
* prohibits cross-border transfer of citizens’ personal information On September 26, 2017, the Russian pOl itica "Y defined area
. ::;1?;1:2?;;; gz“r?;rr"tnr::;:;r’sni?:i:tizens' S f telecommunication regulator Roskomnadzor 2) A requirement (however created) to retain data
* requires online publishers to locate web servers within China. . announced that access to Facebook will be blocked within a po litical IY defined area
Additional data localization requirements are looming in China. earl In iS5 . ies wi ats i
et BT SR SRR B e e brocess, ot otherwiss sand or aiow ace
Nevertheless, evidence of continuing interest in data Iocalization can localization requirements. Since September 1, route, process, or otherwise send or allow access to
be found in the latest draft (English franslation b&/ AmCham China) of a . . data
proposed Chinese cybersecurily law. The measure would require 2015, companies are REQUIRED to store Russian
DErSonal INforRaton-and ImBorars Dusinass damy on Incoant : cthi tom turiadicti * In a Politically Defined Area
Korvers T extont fo whici s s would et cata ccalzstn s peronsl s v e Rustan Jrsdinon, « By a Defined Entity or Person
p;gagwsgeqtg ke&( gl?érgé r%rr]r?emg potential that the law will be modified in LinkedIn is BLOCKED in Russia since November ¥ y
Ka':akhstanp ' 2016 for failing to comply with the data
Effective Jan. 1, 2016, an amendment to Kazakhstan's personal data ot H 1 1
B B S e T celzaion v whereas Tuiter s reporey Some Examples of Data Localization

I n o .
oWnarana/ or op_ergcor ag well as by a third party in the y AGREED in April 2017 to comply with the
database, which is kep’t in the territory of the Republic of Kazakhstan.” )
Nigeria requirement. . ; | s
Ni%eria does not have a data Iprote-c:‘cion law. However, the National Reglona SECtor
Informatjon Tech_nologg Development A%ency included data . .
gl chi CoTEeT Gl meh the et R oo Y EU ¥’ US Financial
Development in Information and Communications Techrology (PD!
requiregth%t all information and communications technolcw FI'E F) Countrles With Some Data Locallzat|0n * Cou ntr! v US Health Care
BB The UikeTNes alog raguire AT goseramant Jath 1o be nosted Requirements -
within Nigeria. g v" Russia ¢ M
ITC services are described broadly as “a combination of equipment . v
and services that enables remote gathering, processing, storage, v i v v . ITAR
conveyarlme and delivery of variou% forms% ’ijnforma{io%.” 9 Argentina France Peru State / P rovince
Indonesia v'Australia v'Germany v'Russia v" Ohio v’ Export Controls
In Indonesia, the Information and Electronic Transaction Law requires .
companies providing online services to residents to physically locate v'Belarus v'India v'South Korea v’ B.C. Bill 73 v OFAC
their servers within the country. v . v : S Tai
Vietnam Brazil Indonesia Taiwan
Vietnam’s Decree 72 (effective Sept. 1, 2013) states that Internet
R B e Bl o S B el o ol el el
T o e e e iy el 7 China e
, i w .

athotties > © . P v'Colombia v'New Zealand v United States APJNI
Malaysia B v Nigeri v
Personal information regarding Malaysian citizens must be stored on EU Nigeria Venezuela A P ‘-I I I l [x
local servers. Brunei Companies may lawfully store data collected v'Vietnam
within Brunei on servers located within the country. ™A TAA
Greece
A 2011 Greek law nrovides. "Data aenerated and stored on ohvsical
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