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About Telkomtelstra

is a joint venture between PT Telkom Indonesia and Telstra.
Leveraging the strengths of both Telkom Indonesia and Telstra, we
bring an unparalleled combination of deep local market expertise and
global managed solutions experience.
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Telkomtelstra

Managed large enterprise from
various industries

Founded in
2014

Supported by 150+ employees with
world class certification

Ready to Sell at
May 2015
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Presenter
Presentation Notes
Telkomtelstra adalah perusahaan patungan (Joint Venture) antara Telkom Indonesia dengan Telstra. Dengan menggabungkan kapabilitas dari Telkom dan Telstra untuk masuk ke pasar Indonesia dengan membawa model layanan Managed Service. Saat ini telkomtelstra telah menangangi lebih dari 50 pelanggan dari berbagai segmen industri yang di dukung oleh lebih dari 100 pegawai dengan sertifikasi internasional

Saat ini, telkomtelstra mempunyai lebih dari 20 layanan yang tergabung dalam 5 portolio utama:
Managed Network Services
Managed Security Services
Managed Cloud Services
Unified Communication; dan
Professional Services

Telkomtelstra dalam menghadirkan layanan kepada pelanggan didukung oleh partner kelas dunia seperti Cisco, Microsoft, Huawei, Riverbed, Fortinet, Checkpoint, dan yang lainnya.
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New Business Models that uses technology to connect people,

I What Being a Platform Means? ls that use; 0 cont ,
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The rise of the platform has already transformed many major industries and more equally important transformation

are on the way



I What Being Disrupt by Digital Fintech Platform?

Alternative lending platforms .
P2P lending Deposit and

Shifting customer preferences Lendin . )
Third-party API Mobile 3.0 & Core Interaction elements:

Virtual technologies « @ > ——  information

Non-traditional payment scheme Enga ge @ o

Mobile mone . .
P2P Remittar):ce (participants)

Medical Currency
Record

Cryptocurrency Payment

Cashless world
Integrated billing
Mobile payments Capital

Alternative capital-raising Raising
platforms

Crowdfunding

Virtual exchanges and smart

contacts

Disaggregating forces Insurance
Digital distribution i
Autonomous vehicle Delivery
Connected world (filters)

Wearable
Autonomous Vehicle Capital /é\ —  Money

Empowered investors -/
Retail algorithmic trading Investment Pay

Social trading .
Automated advice and management (Value Umt)

The lending and payments sector is anticipated to experience a high level of disruption with the emergence of online platforms that
facilitate lending and borrowing between individuals and businesses, peer-to-peer personal loans, and innovative models for lending
to small and medium enterprises.
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What Being Disrupt by Digital Fintech Platform?
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What is Value Proposition Digital
Fintech Platform?
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I What is Value Proposition of Digital Fintech Platform?
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.
Scale more Unlock new Used data to Shift inside people,
efficient source of create resources and function
value creation community that exist outside the
and supply feedback loop business, either
complementary or
replacing

The rise of platform is disrupting because it is reconfiguring value creation to new source of supply,
reconfiguring value conception by enabling new force of consumer behavior and reconfiguring control
through community driven curation. (Platform Revolution, Geoffrey G. Parker)



I Digital Platform Monetization : What and Whom to Charge

Monetization Principles: Capturing the Maximal

Value of Platform and or Services Created

e Charging transaction Fee to
Services

e Charging for access to Platform
and or Services

What to Charge:

Platform

e Charging all customers
e Charging most user full price while
subsidizing “the stars”

Charging some user full price
while subsidizing who are price
sensitive.

Whom to Charge

Charging for enhanced access to

Volume-

Transactions ‘

Micro-
Transactions

Different organisation have different
needs, different budgets. Most of revenue
can be generated by top spenders.

Propose a catalog of A-la-Carte services
paid on a usage based consumption.



I Digital Design Transition to Monetize

From FREE to FEE — “Users First Monetization Later” —

(&

only after a value unit has been created and exchanged with result
that are satisfactory to both the producer and consumer should the
platform business itself seek to capture a share of that value.

Key Design Principles:

I

=

If possible, avoid charging for the value
that users previously received for free.

Instead, when transitioning from FREE
to FEE, strive to create new, additional
value that justified the charge

Also, avoid reducing access to value
that users have become accustomed to
receiving

Consider potential monetization
strategies when making your initial
platform design choices.



Security challenges in the evolving
Fintech landscape




Potential Security Attack and Breach to the Digital Fintech Platform?
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I Potential Security Attack and Breach to the Digital Fintech Platform?

Email : Phising, Spam
Web : Malware, Phising, .
Deface Engaging

Mobile Apps - Malware, ~ CUstomer

Rootkit, Worm Experience

Socmed : Phising, Malware,
Fraudulent Accounts, Account
Takeover

AV/VR : Denial of service
Attack

Sensor : DDoS Attack

Devices : Mirai
Botnet, DDoS Attack,

Performance : Resource Intelligent
hijack, crypto-miner of

Interface : Session hijack, Things
Account enumeration

Network : Buffer
overflow, UDP exploit

URL : Man in the middle, DDoS
Attack

Scaling Query Parameter : SQL Injection
Connected
Ecosystem

HTTP headers : HTTP Poisoning

Post content : Cross Site
Scripting

Library : Resource Hijack, Cross
Origin Resource Sharing

Intelligent

Data
Analytic

Digital Workplace : Phising, Botnet
Attack,

.. BYOD : Malware, Phisin
Digital " =

Work

Place Business Apps : DDoS Attack,

Malware, Trojan




I Security and privacy
challenges faced by Fintech
companies

The financial services sector handles sensitive information .
about individuals and enterprises. As more data now Data Access & I“S|ght
available in digital format is easier to analyzed but also
more susceptible to security breaches.

Data Security Breach

As more services go online, data ubiquity, and
consequently data security, are proving to be a major
challenge for Fintech. As the penetration of online and
phone banking services increases, enterprises are able to
gather tremendous amounts of data about customers and
visitors, which is analyzed to generate insights

Use of Data

Data Privacy & Protection
According to PwC's Global Fintech Survey 2016, almost
56% of the respondents identified information security
and privacy as threats to the rise of Fintech which
included personal information, financial and health
information.




Telkomtelstra Security Solution

We help customer navigate the complexities of the Security Services market, sourcing solution from best in breed vendor,
to address the full range of their requirements.

Network

Traditional perimeter CPE-based
security solutions inclusive of
physical data center controls
Service: Next Gen Firewall

End Point

Desktop/ server, mobile and IoT
security solution.

Securiti Check up >

Vulnerability Assessment >

Penetration Testing >
Cyber Security Health Check
>

Network Compliance Strategy

Network Architecture Assessment >

Cloud Risk Assessment

Content

Security
Application and
information-based
security solutions
Service: Secure Web
Gateway; Email
Security for Office
365

Assessment . .
Security Inteligence

Collection and correlation of large and
disperse event data to build insight
and prevent attacks

Service: Security Intelligence

Cloud

Virtualized appliances and
platforms of security solutions
Service: Firewall on Azure
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Presenter
Presentation Notes
Peningkatan standar kualitas keamanan menjadi hal berikutnya setelah network. Dimana dalam setiap perkembangan teknologi selalu di ikuti kemunculan ancaman baru di dunia cyber. Threat are adapting and evolving, dan disisi lain technology partner dan security people sangat terbatas.

Telkomtelstra Managed Security Services menggabungkan kemampuan untuk mencegah (prevent), mendeteksi (detect) dan memitigasi (mitigate) ancaman pada kelima aspek teknologi: network, content, cloud, inteligence dan end point. 

Kami (telkomtelstra) juga menghadirkan security assessment terhadap IT infrastructure anda (perusahaan) sesuai dengan kebutuhan mulai security check up, penetration testing, vulnerability assessment hingga cloud risk assessment.

Pertanyaan yang sering muncul, do we (organisation) need an assessment? yes, you do. Sebelum kita melakukan peningkatan sistem keamanan maka diperlukan informasi mengenai kondisi eksisting saat ini. What need to improve, what need to maintained. 


THANK YOU! N

We value your feedback : agusfa@telkomtelstra.co.id / l \
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